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1. HEJIX OCBOEHUS JUCLUAITJIMHBI

1.

Ju—

Henp n3yaenns qucnuminHbl « THDOpMaIioHHas 0€30MacHOCTE) - 00ydeHne TPUHINIAM 00ecTIedeH s
“HGOPMALIMOHHOM 6€30IIaCHOCTH TOCYAapCTBa, MOAX0AaM K aHaJIU3y ero HH(OPMAIIMOHHON HHGPACTPYKTYpPHI U
PpelIeHuIo 3a/1a4 oOecnieueHnst THQOPMAIMOHHON O€30ITaCHOCTH KOMITBIOTEPHBIX CHCTEM.

2. MECTO JUCIHUIIJIMHBI B CTPYKTYPE OOII

Hukn (paznen) OOIT: | OT/]

3. KOMIIETEHIINU OBYYAIOLIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI AU CIIUTIINHBI
(MOJYJIS)

YK-1: Cnoco6eH ocymiecTBJIATH KPUTHUECKHIT aHAJIN3 NMPOOJEMHbIX CUTYallMii HA OCHOBE CHCTEMHOI0 MOAX0/1a,
BbIPA0ATHIBATh CTPaTErulo AeiicTBU

3HaTh:

OCHOBHBIC MECTOAbI KPUTHYECKOTO aHaJIM3a, METOJOJIOTUIO CHCTEMHOTO IMOaAXoaa

OCHOBHBIC MCTO/Ibl HAPYIHICHU KOH(I)I/II[CHHI/IEU[BHOCTI/I, HEJIOCTHOCTHU U NJOCTYITHOCTHU I/IH(I)OpMaI_II/II/I;

OCHOBHBIC IPUYNHBI, BUbI, KaHAJIbI YTCYKHU U UCKAXKCHHUSA I/IH(i)OpMaHI/II/I;

Ymers:

BBIABIIATH l'IpO6J'IeMHBIe CUTYyallH, UCII0Jb3ysA METOAbI aHAJIM3a, CHHTC3a U a6CTpaKTHOl"O MBIIIJICHUA

OCYHICCTBJIATH ITOUCK pCH.IeHI/Iﬁ l'[pO6J'IeMHLIX CHTyaI.IPIfI Ha OCHOBC ﬂeﬁCTBHﬁ, OKCIICPUMEHTA U OIIbITa

IMPOU3BOAWUTL aHAJIM3 SIBICHUM U O6pa6aTBIBaTL IMMOJTYYCHHBIC PC3YJIbTAThI;

Baanerb:

TEXHOJIOTMAMH BbIXOJa I/IS’Hp06J'ICMHLIX cmyaum“[, HaBBIKaMH BLIpa6OTKI/I CTpaTeruu JICUCTBU

HaBbIKaMU KpUTHYCCKOT'O aHaIn3a,

METOAaMH aHaju3a HHPOPMALMOHHON HHPPACTPYKTYPHI TOCYAapCTBa;

4. CTPYKTYPA U COJAEP)KAHME JUCHHUIIVIMHBI (MOAYJIA)

Kon HaunmeHnoBaHue pa3iejioB 1 TeM Bupa 3ansaTuii Cemectp / Kypce Yacos Hurepaxr.
3aHATHSA
Pasnen 1. Mudopmanuonnas Pasnen
0e30MacHOCTh
1.1 HubpopmanrorHas 6e30MacHOCTb B Jlex 2 2 0

CHCTeMe HallIOHAILHOH 0€30II1acCHOCTH
Poccuiickoii ®enepanun.

1.2 HopMmaTuBHO-IIpaBOBbIE aKThI JIab 2 2 0
PETrYIUPYIOIIHE ASSITEILHOCTD B chepe
“HGPOPMAIIMOHHOHN 6€30TMaCHOCTH.

1.3 Hudpopmanmonnas 6e30MacHOCTh B Cp 2 4 0
CHCTEME HAIMOHAILHOM 0€30MacHOCTH
Poccuiickoit ®eneparuu.

14 Harmmonansnsie nntepecsl Poccuiickoii Jlex 2 2 0
Oeneparyu B nHGOpMAIIMOHHOH chepe 1
X o0ecreueHune.

1.5 PykoBozsmye NOKyMEHTBI 110 3aIUTE JIab 2 2 1
HH(POPMALKHU OT HECAHKIIUOHHPOBAHHOTO
nocryna @CTIK Poccum.

1.6 Haunonaneneie naTepecs Poccuiickoi Cp 2 4 0

Oenepanyu B nHGOpMAIIMOHHOH chepe 1
ux obecreueHue.

1.7 Buns! yrpo3 nHhopMamoHHOR Jlex 2 4 0
6e3onacHocty Poccuiickoit deneparnum.

1.8 KoHTpois pu3rueckoro 1octyma B JIa6 2 1 0
MTOMETICHUS TeJICKOMMYHHKAI[OHHBIX
CHCTEM.

1.9 Buzbl yrpo3 HHPOpPMAIIMOHHON Cp 2 4 0
6e3onacHocTh Poccuiickoit deneparum.

1.10 Hcrounnkn yrpo3 HHGOpMaHOHHO Jlex 2 2 0
6e30macHOCTH.

1.11 TexHudeckue cpeacTBa 3allUuThl JIa6 2 2 0

TEJIEKOMMYHHUKAIIUOHHBIX CUCTEM OT
MOOOYHBIX AIIEKTPOMATHUTHBIX
H3ITy4eHU N




1.12

Hcrounuku yrpo3 HH(QOpMALUOHHOI
0e301acHOCTH.

Cp

1.13

HudpopmanmonHas 6€30MacHOCTb U
HHPOPMAIIMOHHOE TPOTHBOOOPCTRO.

Jlex

®duzngeckas 6€30MaCHOCTh
“H(POPMALIMOHHBIX PECYPCOB.

JIab

Hudopmanronnas 6e300acHOCTb U
nH()OPMAIMOHHOE IIPOTHBOOOPCTBO.

Cp

Oobecmnieuenne HHOOPMATHOHHO
6e30macHOCTH 0OBEKTOB
“HPOPMATHU3ALUOHHON Cephl
rocyaapcTBa B YCIOBHSAX
HHGOPMATMOHHOH BOMHBL

Jlex

1.17

VYnpasneHue npaBaMu MoJb30BaTeNeH Mo
JOCTYIY K HH(OPMAIOHHEIM PECypCaM.

JIab

Obecneyenue nHPOPMALMOHHOM
0e301acHOCTH 00BEKTOB
nHPOPMATH3AIMOHHON cheph
rocyZiapcTBa B yCIOBHSX
UH()OPMAIIMOHHOW BOWHBI.

Cp

1.19

OO01mume MeToasl 0OecreueHus
nHPOPMaMOHHON 0€30MacHOCTH
Poccuiickoit ®eneparuu.

Jlex

1.20

Be3onacHoe MacmTabupoBaHue
KOMIIBIOTEPHBIX ceTel

JIab

1.21

OO01mume MeToasl 0OecreueHus
nHPOPMaAMOHHON 0€30MacHOCTH
Poccuiickoit ®eneparuu.

Cp

1.22

OCHOBBI KOMITJIEKCHOTO 00ecTieueH st
HHGOPMAIIMOHHON 0E30MacHOCTH.

Jlex

1.23

CrenuanbHble TpEOOBaHUS U
PEKOMEHIAINH 110 TEXHUYECKOI 3aIuTe
KOH(pUAECHIIMANBEHON HHpOPMAIUU

JIab

1.24

OCHOBBI KOMITJIEKCHOTO 00ecTieueH st
HHGOPMAIIMOHHON 0E30MaCHOCTH.

Cp

1.25

Mertobl 1 cpencTa o6eceYeHus
nHPOPMaMOHHON 0€30acHOCTH
KOMITBIOTEPHBIX CUCTEM.

Jlex

1.26

IIpaBoBbIe HOPMBI OOECTIEYSHNUS 3AILUTHI
“HGOPMAIHU HA IPESANPUATHI

JIab

1.27

Meronb! 1 cpencTBa ooecredeHus
nHPOPMaMOHHON 0€30acHOCTH
KOMIIBIOTEPHBIX CUCTEM.

Cp

1.28

IIpomexxyrouHas aTTecTanus

3auér

5. ®OHJ]I OIEHOYHbIX CPEJCTB

5.1. KonTpossHbIe BOMPOCHI H 3aJaHHS /I TEKYIIel aTTecTaluu

OreHOYbIe MaTepHAaIbI TS IPOBEICHUS TEKYIIEro KOHTpoIs o auciuiuinie "MHdopmannonHas 6e30macHOCTh" pacCMOTPEHBI H
0100peHbI Ha 3aceqanny Kadenpbl oT «23» ampens 2019r. mpotokosiom Ne 11, siBsieTcst mpUIIoKEHUEM K pabodelt mporpamme.

5.2. ®oH/1 OLICHOYHBIX CPEACTB A5 IPOMEKYTOYHOH aTTecTAlUH

OreHOYbIe MaTepHAaIbI IS TPOBEACHHUS MIPOMEKYTOTHOTO KOHTPOIIA 1o muciuminHe "VHpopmannonHas 6e301macHOCTE"
paccMOTpeHsI B 0J00peHBI Ha 3aceqaHun kKadeaps! oT «23» ampens 2019r. nporokonxom Ne 11, siBiasieTcst IpUIIOKEHUEM K pabodeit
nporpamMe.

6. YHEBHO-METOJNYECKOE U HHO®OPMALIMOHHOE OBECIIEYEHUWE JUCHUILIIMHBI (MOY JISA)

6.1. Pexomenayemasi 1ureparypa

6.1.1. OcHoBHAas1 IUTepaTypa

3arnaBue

Om. axpec

Koi-

2014.

AptemoB A. B. - MudopmarmonHas 6e30macHOCTb: Kype nekuuit - Open: MABUB,

http://biblioclub.ru/inde
x.php?
page=book&id=428605




6.1.2. lonoJHUTeIbHAS JIUTEPATypa

3arnaBue

Dn. aapec

Kon-

JI2.

1

[Manerun B. @. - MuadopmanuonHas 6€30MaCHOCTD U 3aIIUTa HHPOPMALIUKU: ydeOHOe
nocobue - Mocksa: JIMK Ilpecc, 2014.

http://www.iprbookshop
.ru/29257

J12.2

IIpoxoposa O. B. - MudopmannoHHas 6€301maCHOCTh ¥ 3alldTa HHPOPMAIUH:
Vueonuk - Camapa: CaMapcKuii TOCYIapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIIBHBIN
yrausepcurer, ObC ACB, 2014.

http://www.iprbookshop
.ru/43183

6.2. [Tepeuennb pecypcoB HHGPOPMALHOHHO-TETeKOMMYHUKAIMOHHOI ceTH "MHTepHet"

Ol

Ceparox B. A. Opranusanus 1 TEXHOJIOTHH 3aIUTH HHYOPMAINH : 0OHApY)KEHUE U IPEAOTBPAIICHIE HH(POPMAIIIOHHBIX

aTaK B aBTOMAaTU3UPOBAHHBIX CUCTEMax MpeANnpHusITHii: yueOHoe ocobue. M3natensctBo: M3natensckuit 1oM Briceit

IIKOJIBI 5KOHOMHKH, 2015

22

3arunaiiinos, 0. H. Teopus nHpopManmoHHOH O€30NMACHOCTH M METOI0JIOTHS 3amuThl nHpopmarmu / FO.H.

3arunaiinoB .— M.|bepmun : lupexr-Menua, 2015 .— 253 c¢. — ISBN 978-5-4475-3946-7

33

Hecrepos, C. A. OcHoBsl nHbOpMarorHOH 6e3omacHocTH / C.A. HectepoB .— Cankr-IlerepOypr : M3naTenscTBo

[onuTexnuueckoro yausepcutera, 2014 .— 322 c.
— ISBN 978-5-7422-4331-1

6.3.1 Ilepeyenb mporpaMMHOro odecneyeHus

7.3.

1.1

199:

7.3.

1.2

Microsoft Windows 7 (Open License: 47818817)

7.3.

1.3

Microsoft Office Professional 2007 (Open License: 43219389)

7.3.

1.4

Adobe Acrobat Reader DC (becrmatHoe nmporpaMMHOeE 0OecrieueHne)

7.3.

1.5

7-Zip (CBoboxnas munersns GNU LGPL)

7.3.

1.6

Google Chrome (CBo6oanas smtier3us BSD)

7.3.

1.7

Visual Studio Community (ITponpuerapHas nurieH3us (OecruiaTHas Bepcusi))

7.3.

1.8

Flat Assembler (CBoGogHOE TporpaMMHOE obecriedenue auteH3ust BSD)

7.3.

1.9

RStudio (Croboanas nunensust GNU Affero General Public License v3)

7.3.

1.1

Packet Tracer (IIponpuerapHas akageMudecKas JULICH3MU)

7.3.

1.1

GNS3 (IlpompuerapHast akageMHUIecKast TUIEH3U)

7.3.

1.1

Snort (CBo6oaHOe nporpammuoe obecriedenne GNU GPL)

7.3.

1.1

146:

7.3.

1.1

Microsoft Windows 7 (Open License: 47818817)

7.3.

1.1

MsOffice Professional 2007 (Open License: 43219389)

7.3.

1.1

Adobe Acrobat Reader DC (JInniensns Ha cB0OOOTHOE MPOTpaMMHOE 0OecTicueHuE )

7.3.

1.1

7-Zip (JInnensus Ha cBoboxHOE mporpammHoe obecrieuerne GNU LGPL)

7.3.

1.1

Google Chrome (JIuren3us Ha cBoO0JHOE IporpaMMHoOe obecniedeHne BSD)

6.3.2 TlepeyeHb HHPOPMANHOHHBIX CIPABOYHBIX CHCTEM

7.3.2.1

OnexktpoHHass O6ubnmoTeuHas cucrema «HOpaiim» - https://www.biblio-online.ru/

7322

DnextponHast OubnmorteuHast cucrema KI'V - http:/library-reader.kursksu.ru/

73.2.3

OnektponHas Oubnmoteunass cucreMa «IPRbooksy - http://www.iprbookshop.ru/

7324

DnekTpoHHas OuONMoTedHass cucreMa «YHuBepcuteTckas onbmmoreka ONLINE» - http://biblioclub.ru/

7. MATEPHAJIBHO-TEXHUMYECKOE OBECIIEYEHME JUCIIMITJINHBI (MOJY JIA)

7.1

JlabopaTopus TEXHHYECKOW 3aIUThl HH)OPMALIUH,

7.2

JlabopaTopust mporpaMMHO-aNNapaTHLIX CPEACTB oOecreueHnss HHPOPMaLMOHHOM 0e30acHOCTH,

7.3

CaMOCTOSITCTILHOM pa60TbI CTYACHTOB,

JUISL TIPOBECHUS Ta00PAaTOPHBIX 3aHATHH, KypCOBOTO IIPOEKTUPOBAHHS (BBINOTHEHHS KypCOBBIX padoT),

7.4

305000, Kypckast obmacts, . Kypck, yin. Pagumesa, n. Ne 33, 199

7.5

Momno6mox LenovoC560 — 9 .




7.6 | Crenn napopmannonnstii 1,4mM*0,9m — 9 mir.

7.7 | ManorabapuTHbIH KaMy(INpOBaHHBIN OJOKHPAaTOP PadOTH COTOBEIX TeJIE(HOHOB U 3aKJIaHBIX YCTPOHCTB — 1 mIT.

7.8 | CenexTrBHBII 00HAPYKUTENH MUPPOBHIX pagnoycTpoictB ST062 — 1 miT.

7.9 | YeTpoiicTBO 3anuThl 00BEKTOB HH(DOpMATH3AIMK OT yTeukn nHpopmanuu 3a cuet [IDMUH «brokaga» — 1 mir.

7.10 | Henuneiinbrit mokatop «bykner-2» — 1 mrT.

7.11 | YerpoiictBo MIT—1A — 1 .

7.12 | DIEKTPOHHO-ONTHYECKOE YCTPOHCTBO AJIsl OOHAPYKEHUS TFOOBIX TUIIOB ONTUYECKHUX YCTPOUCTB «I'paHaT» — | mT.

7.13 | TllporpamMmmHO-anmapatHbiid Komrieke «Co0ob» — 1 miT.

7.14 | UM®-3 nmuTaTop MHOTO(QYHKITHOHATIBHBIN — 1 IIT.

7.15 | Monutop XKK-nanens 17 Acer— 1 mr.

7.16 | Ctenn yueOHbIH 1adopaTopHbIil KoMiuieke SDX-0,9 — 3 mit.

7.17 | Crenn yueOHbIi nabopatopuslii kommuieke SDK-6,1 — 4 mT.

7.18 | Crenn yaebHsIit m1abopatopuslit kommmieke SDK-7 — 4 mT.

7.19 | Crenn yaeOHsIit maboparopusiii komiuiekc SDK-1.1 — 6 mT.

7.20 | Crenn yaeOHsIi maboparopuslii komruieke SDK-5.0 — 7 .

7.21 | YerpoiictBo «Cmapt» (Ha 6a3e CKM-21) (Kommiekce orieHkn 3¢ ()eKTHBHOCTH 3alIUTH peueBoil HHPpOpMANH OT YTEUKH
10 aKyCTHYECKOMY, BUOPOAKYCTHIECKOMY U aKyCTORJIEKTPUIECKOMY KaHajgaM) — | miT.

7.22 | Cuctema aKTHBHOH 3aIUTHI pedeBoii akycrideckoit madopmarmn SEL-157 "[arpens” — 1 mT.

7.23 | [IporpamMHO-anmapaTHbIe cpeacTBa 3amuThl HHGopMmanun ot HC/I (DmexTponHbie naeHTHGHUKAaTOpEl PyToken) — 1 mT.

7.24 | JTabopatopusIiii komiuieke «becripoBoaubie cetn» YII-134 — 1 miT.

7.25 | YKamo3u BepTHKaIbHBIC TKAHEBBIE — | IIT.

7.26 | Konuentparop 24nopt — 1 mr.

7.27 | Ilapra — 9 wrt.

7.28 | Cton xomir. — 12 miT.

7.29 | Ctyn — 17 .

7.30 | Hocka ¢ MeXaHU3MOM — | IIT.

7.31 | YueOHas ayauTopus Jisl CAMOCTOSTEIILHON pabOTHI CTYICHTOB,

7.321305000, Kypckas obnacts, 1. Kypck, yn. Paauiiesa, n. Ne 33, 146

7.33 | Mono6mok MSI (MS-A912) — 27 wT.

7.34 | MuOHOMOK Asus, (ET22201) — 13 mr.

7.35|Crom — 61 mr.

7.36 | Ctyn — 162 .

7.37

7.38

8. METOAUWYECKHUE YKA3AHUSA 1JIAA OBYYAIOIIUXCA 1O OCBOEHUTIO JUCHUITIJIMHBI (MOAY JIS)

8.1 Meroanveckue yka3aHus 0 OCBOCHHUIO TUCHUTUIMHBI (MOIYIIS)

CryaeHTaM HEOOXOIMMO 03HAKOMUTLCS C COIep)KaHKeM pabodeii MporpaMMBbl, € LIEISIMHU U 33ja4aMHi JTUCIUIUTHHBI, €€ CBA3SIMH C
JPYTAMH TUCIUTUTAHAME 00pa30BaTeIHLHOMN MPOrPaMMBbI, METOINISCKUMHE Pa3pabdoTKaMH, UMEIONTUMCS Ha Kadeape.

8.2 Yka3zaHus 1o mojAroToBKe K 3aHATUSAM JIEKIIMOHHOI'O THIIA

M3ydyenue qUCHUIUTUHBI TpeOyeT CUCTEMAaTHUECKOTO U MOCIE0BAaTEIFHOIO HAKOIUIEHHUS 3HaHUH, TOITOMY CTy/AEHTaM
PEKOMEH/IyeTCs Mepe]] OUepeaHOM JIeKIIMelH IPOCMOTPETh 10 KOHCIIEKTY MaTepuai npensiyen. [lpu 3atpynHeHusx B
BOCIIPUSATHY MaTepHralia cleqyeT 00panarhcsi K OCHOBHBIM JIMTEPATYPHBIM UCTOYHUKAM, K JIEKTOPY (10 TpaduKy ero
KOHCYJIbTAIMi) WK K TPETI0IaBaTeNio Ha 3aHATHIX CEMUHAPCKOTO THIIA.

8.3 YkazaHus 10 NOArOTOBKE K IPAKTUYECKUM 3aHATUSIM TUIIA

«Meroauueckne yka3aHus 10 MOATOTOBKE K MPAKTHUECKAM/CEMUHAPCKAM/ 1a00PaTOPHBIM 3aHATHSM 110 JUCIUILINHE
«MHdopMmaronHast 6€30MaCHOCTbY YTBEPKJICHBI Ha 3aceJaHnu Kadeapsl, HaxoasaTcs Ha kadenpe «IIporpamMHoro obecrieueHus u
a/IMMHUCTPUPOBaHMsI HH()OPMALIMOHHBIX CUCTEM» B CBOOOIHOM JIOCTYIIE ISl CTY/ICHTOB.

8.4 Meroanueckye yka3aHHs 110 BBIOTHEHHIO CAMOCTOSTENbHON paboThI

CamocrosTenbHas paboTa CTyI€HTOB BKIIOYAET B ce0sl BBIIIOIHEHNE PA3IMYHOIO POJia 3aJaHui, KOTOpble OPUEHTHPOBAHbI HA
Goiee rIyOOKOE yCcBOGHNE MaTepuaa H3ydaeMol TUCIUILIHHBL. [1o Kaxmoi TeMe yaeOHOM ANCIUIUINHEI CTYCHTaM IPEJIaracTcs
HepedeHb 3aJaHUH IS CAaMOCTOATETIEHOM PabOThI, KOTOPHBIE comepkaTcs B « MeTOIUIEeCKIX yKa3aHUIX [0 CAMOCTOSATEIbHON
pabote no aucruminae «THpopMannonHas 6€30MacHOCTY YTBEPKACHHBIX Ha 3aceaHuM Kadeapsl U HaX0AATCs Ha Kadenpe
«[IporpammHoOro obecredeHus 1 aIMUHUCTPUPOBAHNUS HHYOPMAIMOHHBIX CHCTEM» B CBOOOHOM JOCTYIIE IS CTYJCHTOB.




8.5 Meroandeckue ykazaHus 0 paboTe ¢ TUTepaTypoil

K kax0# Teme ydeOHOH JUCHMILIMHBI HOA00paHa OCHOBHAS M IONIOJIHUTEIIbHAS JINTEpaTypa.

OcHOBHas IUTEPaTypa - 3TO YIeOHUKHU U ydeOHbIE TOCOOHSI.

JlonoHUTENbHAs TUTEpaTypa - 3T0 MOHOTpah UK, COOPHUKH HAYIHBIX TPYIOB, )KypHAIBHBIC U Ta3€THBIC CTAThH, Pa3INIHEIC
CIIPaBOYHUKH, SHIUKIIONEANH, UHTEPHET PECYPCHI.

B y4eOHuKe/ yueOHOM 1TOCOOHH ClleyeT O3HAKOMUTHCS C OITIABICHUEM U HAYYHO-CIIPAaBOYHBIM aIlliapaToM, IPOYNTATh AHHOTAIINIO
u npexuciosue. LlezecooOpasHo ee mpoInCTaTh, PACCMOTPETh HILIFOCTPALIMH, TAOIHIIBI, AUATPaMMBI, IPUIIOKeHHs. Takoe
MOBEPXHOCTHOE 03HAKOMIICHHE MTO3BOJIUT y3HATh, KAKUE TTIaBbI CIEAyeT YUTaTh BHUMATEIBHO, a KaKHe IIPOYUTATh OBICTPO.
CryzneHTy clieyeT MCIIOJIb30BaTh CIEAYIOIIIE BU/IBI 3aIiCel ITpU paboTe ¢ IMTePaTypOi:

KoHcnekT - kpaTkas cxeMaTHIecKas 3alich OCHOBHOTO COJIepKaHMs HaydHOH paboTsl. L{enbro sBiseTcs He mepenuchBaHue
MPOU3BE/ICHNS, A BBISBICHUE €TO JIOTHKH, CHCTEMBI T0OKAa3aTEIbCTB, OCHOBHBIX BBEIBOJIOB.

Te3uchl - KOHIEHTPUPOBAHHOE M3JI0)KEHUE OCHOBHBIX MOJIOXKEHHH ITPOYUTAHHOTO MaTepHala.




